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ABSTRACT

Diesel electrical generators are essential for providing
reliable backup power during grid outages, ensuring the
continuous operation of critical services such as hospitals,
industries, and communication systems. These generators
require instantaneous monitoring and control to optimize
their performance and longevity. The Internet of Things
facilitates efficient monitoring and enables remote control
with a faster response time than human intervention,
thereby helping to prevent potential damage or system
failures. This research introduced the Internet of Things
technology and its general architecture. The study first
presented an abstract framework of IoT-based monitoring
and controlling technology, divided into three layers:
perception, network, and application. It then discussed the
terminology related to electrical generators, the
parameters  monitored, and their  operational
environments. In addition, the advantages and challenges
associated with integrating it with electrical generators
were discussed. Finally, the research reviewed and
analyzed several practical applications and case studies
integrating IoT with diesel electrical generators,
highlighting key challenges and proposing solutions. This
work provided theoretical and practical insights into IoT-
based monitoring and control systems for electrical
generators.

1 Introduction

Electrical generators play an essential role in
meeting the energy demands of modern society,
providing reliable power to industries,
businesses, and residential areas. They also
function as critical backup systems, ensuring
operational continuity independent of the
primary power grid. Traditionally, these
generators, often powered by diesel engines,
necessitate manual inspection and data collection
for monitoring critical operational indicators,

including but not limited to temperature,
rotational speed, oil pressure, voltage, frequency,
and current, etc. Manual monitoring is
susceptible to errors, including delayed
responses, which may result in significant
operational issues and inefficiencies.

To address these limitations, integrating Internet
of Things (IoT) technology with electrical
generator systems offers alternative monitoring
techniques that enhance reliability and efficiency.
IoT enables real-time sensor data acquisition,
facilitating continuous monitoring of key
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performance parameters like voltage, current,
temperature, and fuel consumption rate. This
real-time monitoring allows for the early
detection of potential failures and activating
alarms for any undesirable parameter value [1].
In addition to monitoring, [oT technology enables
remote access and control capabilities, allowing
operators to adjust settings, troubleshoot issues,
and manage shutdowns or startups remotely.
Analysis of collected sensor data further supports
predictive maintenance strategies, optimizing
maintenance schedules, reducing downtime, and
extending the operational lifespan  of
generators [2]. Moreover, the capacity for remote
monitoring and control of multiple generators
from a centralized platform enhances overall
system efficiency and resource allocation,
streamlining operations and mitigating carbon
dioxide emissions.

Despite the numerous benefits of loT-based
generator management solutions, several
technical and operational challenges must be
addressed. These include data security concerns,
such as the risk of unauthorized access and data
violation, and compatibility issues between
diverse IoT devices and platforms.

1.1 Research Objectives

The objectives of this research are, firstly,
introducing the IoT architecture and the used
technologies in monitoring and controlling diesel
electrical generators and examining the
integration of IoT components, such as sensors,
communication  protocols, and user-end
applications, that enable effective monitoring and
control. Secondly, it highlights the benefits of [oT-
based monitoring, including real-time data
acquisition, predictive maintenance, and remote-
control capabilities. It identifies limitations like
security concerns, technical complexities,
integration with existing infrastructure, and user
training requirements. Finally, real-world
implementations and case studies will be
examined to provide insights into practical
applications across industrial, commercial, and
remote settings.

2 10T Architecture

[oT can be defined as a network of interconnected
devices and objects that communicate and
exchange data over the internet. These devices
range from simple to advanced and complicated
technologies, embedded with sensors, software,
and other technologies that enable them to
collect and distribute data. The architecture of an
[oT system is critical in facilitating this
communication and ensuring efficient data
processing, scalability, and reliability.

IoT architecture can vary depending on several
key factors. Scalability is a central aspect of

determining the system structure to ensure
accommodating the planned number of devices
as well as the ability to expand and increase data
traffic without reducing the performance [3]. It
also facilitates the seamless integration and
communication across various platforms by
supporting multiple devices and protocols. For
some applications, the history of system
performance is crucial. Thus, the system must
ensure reliable storage solutions, maintain data
integrity, and provide data retrieval and backup
mechanisms. Quality of Service (QoS) is another
fundamental aspect of [oT architecture,
guaranteeing efficient data transmission with
minimal latency and high availability. Lastly,
security and privacy are paramount, as
protecting data integrity and preventing
unauthorized access is critical, especially since
IoT devices often handle sensitive information.
According to these aspects and considerations,
several architectural models have been proposed
for IoT systems [4]. with the three-layer and five-
layer architectures being the most commonly
referenced frameworks.

The three-layer architecture includes the
perception, network, and application layers. it is
typically used in simple and small-scale IoT
systems where a basic framework suffices. This
model is preferable when rapid implementation
and ease of management are priorities. In
addition, it is a better selection for a system that
requires real-time data processing, such as
industrial automation; the architecture must
minimize latency and provide reliable
communication channels [5].

In contrast, the five-layer IoT architecture
expands on the three-layer model by adding two
additional layers: the processing layer, which
handles data processing tasks, and the business
Layer, which focuses on managing the overall [oT
ecosystem. This model is preferable for large-
scale, enterprise-level 10T systems that demand
advanced functionalities.

i Business Layer 1
r Application Layer 1

r Application Layer | | Processing Layer
Network Layer 1 r Network Layer
Perception Layer 1 [ Perception Layer ]
(a) 3-Layer architecture  (b) 5-Layer architecture

Figure 1. 10T architecture models [5]
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By incorporating the processing and business
layers, this architecture facilitates sophisticated
data storage, analysis, and processing capabilities
and comprehensive management of business
operations, user privacy, and application
services. Therefore, when an IoT project
necessitates detailed data handling, scalability,
and integration with business strategies, the five-
layer architecture offers a more robust and
granular framework to meet these demands.

Figure 1 compares the three-layer and five-layer
IoT architecture models.

3 10T System of Electrical Generators

Due to its simplicity and efficiency, the three-
layer architecture is ideal for IoT-based
monitoring and control of diesel generators. It
supports real-time monitoring with low latency
and direct flow of data from sensors to users,
enabling faster decision-making, which is crucial
for optimizing generator performance [6].
Moreover, it is more cost-effective, requiring
fewer resources for development and operation,
making it suitable for smaller-scale systems.
Furthermore, its ease of deployment and
management makes it particularly advantageous
for industrial or remote environments where
diesel generators are commonly used. Overall,
the three-layer architecture provides the best
balance of simplicity, performance, and cost for
monitoring and controlling diesel generators.
These three layers of such a system are explained
in detail in the coming subsections.

3.1 Perception Layer

The perception layer, the device layer, is the
fundamental interface connecting the physical
world with the IoT system. [7]. This layer
comprises an array of sensors and actuators
responsible for data acquisition and interaction
with the environment. Since this layer interacts
with different physical quantities, its architecture
might vary significantly across applications. Such
variations depend on several factors, including
the types of physical quantities being measured,
environmental conditions, operational speeds,
and power sources. In the context of this
research, which focuses on integrating IoT
systems  with  diesel-powered electrical
generators, the architecture of this layer will be
specifically tailored to facilitate the monitoring
and control of these generators. The devices
within the perception layer can be classified into
two groups, i.e., sensors and actuators.

3.1.1 Sensors

Sensors collect real-time data on various critical
parameters. Diesel engines continuously monitor
mechanical quantities such as engine
temperatures to prevent overheating, track
rotation speed (RPM) to ensure optimal
performance and detect abnormal vibrations that
might indicate mechanical faults or impending
failures. Sensors preinstalled by engine
manufacturers usually measure these physical
parameters, and their real-time readings are
displayed on the generator's dashboard or
control panel for immediate awareness.

On the electrical side, sensors that measure
voltage, current, frequency, and power factor are
essential for assessing the generator's electrical
output and ensuring that the production meets
the required electrical standards [8]. The data
gathered from mechanical and electrical sensors
is transmitted through the network layer to the
application layer, which can be analyzed for
remote monitoring, predictive maintenance, and
control purposes. Table 1 It shows the most
common sensors used with [oT-based electrical
generators for monitoring and controlling
systems.

3.1.2 Actuators

Actuators are devices that convert energy,
usually electrical, into action. They perform the
control function by receiving signals from the IoT
system and executing actions such as opening a
valve. In the context of electrical generators,
actuators are integral to the automation and real-
time control processes [9].

These devices are essential for controlling
various generator operational parameters. For
instance, actuators can adjust the fuel supply to
the engine and turn the engine on or off. Doing so
helps maintain the desired output voltage and
frequency, which are critical for the stable
operation of electrical systems. Moreover,
actuators contribute to the safety and reliability
of electrical generators. They can be programmed
to respond to specific conditions, such as
overheating or overloading, by initiating
protective measures like shutting down the
generator or activating cooling mechanisms. This
automated response capability minimizes the
risk of damage and enhances the overall
resilience of the power generation system [10].

3.2 Network Layer

The network layer is responsible for secure data
transmission from the perception layer to higher
layers, i.e., the application layer, and vice versa.
By establishing channels capable of routing data
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packets, managing network traffic, and
performing data encryption [11]. The complexity
of the network layer can vary so that it can be as
simple as a physical link.

Table 1. The commonly used sensors with electrical generators [12- 14]

Sensor Type Part Number Output Type Requirements

Speed/RPM E6B2-CWZ6C Digital pulses nee_ds an exte_rnal pull-up

Sensor resistor to function correctly.
it supports two types of

Vibration Sensor  ADXL345 MEMS Digital signal interfacing, SPI or I*C, to

Fuel Level Siemens VDO 221
Sensor 54500 09

Voltage Sensor

Variable resistance

Texas Instruments  Digital output via I%C

export its reading.

It requires a voltage divider
circuit to convert resistance
into voltage.

Integrated ADC and signal
processing, no  external

INA219 interface conditioning needed.
Current Sensor Allegro ACS712 Analog _ voltage require filtering to reduce
proportional to current noise.

Frequency
Sensor RM35TF30

Power Factor Carlo Gavazzi

Schneider Electric  Relay outputs indicating
frequency thresholds

Digital display and Modbus

Integrated control signals
based on frequency
monitoring.

Built-in processing

Sensor WM1-96 communication
Temperature need  amplification  and
Sensgr LM35DZ Analog voltage (10 mV/°C) filtering for precise

temperature readings.

For example, Li et al. [15] used Ethernet cables
for real-time monitoring and control. Conversely,
it can be very complicated, such as using the
already existing communication infrastructure,
such as a cell phone coverage network or internet
connection.

Furthermore, this layer supports advanced
features such as priority handling and interrupt
protocols [16], as well as data processing to
enhance the capability for information
operations, making it highly complex. However,
most communicating devices over networks have
limited power and processing capabilities. Thus,
specific protocols have been developed or
adapted to meet such requirements. Error! Not a
valid bookmark self-reference. illustrates the
main protocols used at the IoT network layer and
provides a comprehensive overview of their
descriptions, such as range distances,
advantages, and disadvantages.

3.3 Application Layer

The application layer acts as a user interface for
an IoT-enabled electrical generator, ranging from
traditional controlling panels with gauges. It
switches to advanced software applications that
can be installed on a smartphone or a computer.
This layer is mainly responsible for process,
analyzing, and visualizing data, such as

monitoring parameters like frequency and
voltage to detect performance issues.
Furthermore, Advanced analytics, including
machine learning algorithms, could also leverage
the overall system performance, such as
predicting the maintenance needs and optimizing
operations. [17]. The application layer represents
the brain of the system, so the system acts
depending on the application and algorithms that
are used. For example, to synchronize two
electrical generators, synchronization algorithm
needs to be enabled at the application layer. Once
the conditions are met i.e. identical frequency,
phases shift, and voltage, it gives instruction to
join the output of the generators to share the
load. L Liu et al. [18] discuss integrating IoT
systems with electrical generators in smart cities,
where smart applications assist operators in
managing complex systems. Therefore, the
application layer ensures power supply
consistency, schedules maintenance, and
enhances economic and environmental
sustainability =~ through smart, data-driven
decisions [19].

4 Advantages of IoT

The integration of IoT technology into electrical
generators comes with several advantages:
Firstly, it enables remote access to the
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generators, so it allows real-time monitoring
from anywhere, which enhances the operational
reliability and user convenience [20]. Secondly, it

allows the instantaneous response to potential
issues and reduces the need for on-site technical
support [21].

Table 2. Main protocols used in the [oT network layer [22- 24]

Protocol

Description

IPve

6LoWPAN

RPL

ICMPv6

Zigbee IP

6TiSCH

MPL

It provides a 128-bit address space to accommodate many IoT devices, improve routing
efficiency, and enhance security features. However, it is more complicated than Ipv4 and
has potential compatibility issues.

It enables Ipv6 packets over low-power, low-bandwidth wireless networks with a typical
range of 10 to 100 meters. It uses header compression and supports mesh networking.
However, it includes limited data rates and potential security vulnerabilities.

A routing protocol for low-power and lossy networks is good regarding energy and
latency. It supports various traffic patterns over variable ranges. However, it has
implementation complexity and potential scalability issues.

Integral to Ipv6, it handles error messages, address autoconfiguration, and node
discovery; it is essential for network functions and support for stateless addressing. It has
potential security vulnerabilities requiring robust protection

It incorporates Ipv6 into traditional Zigbee, allowing devices to communicate over IP
networks with ranges of 10 to 100 meters, extendable via mesh networking. However, it
has a large overhead, potential compatibility issues with traditional Zigbee devices, and
configuration complexity.

It combines 6LoWPAN with time-synchronized channel hopping of IEEE 802.15.4e for
reliable industrial 10T networking over 10 to 100 meters with low latency and
interference. Due to time synchronization and precise scheduling requirements, the setup
is complex.

A multicast forwarding protocol for efficient data dissemination in low-power and lossy
networks, dependent on the underlying physical network. It is efficient multicast
communication and suitable for constrained devices. However, it has transmission delays,

especially with large networks.

Furthermore, it enables applying smart
algorithms at the application layer of loT-based
systems to predict maintenance, which
significantly reduces downtime and related
maintenance costs by anticipating failures before
they occur [25]. Finally, generators can
instantaneously improve the efficiency based on
instant load, hence, better energy management
and sustainability as well as less fuel
consumption and carbon dioxide emissions [26].
These advantages cooperatively result in more
resilient and cost-effective energy solutions.

5 Challenges of IoT

IoT-based monitoring and controlling electrical
generator systems face some challenges; here are
the most common ones. Firstly, upgrading the
existing generator infrastructure to be IoT-
enabled is a complicated process requiring
significant technical expertise, representing a
severe challenge to widespread IoT technology.
[27]. Secondly, initializing IoT-based systems is
relatively expensive, which might be another

obstacle stand before the deployment and
integration of IoT with electrical generators [28].
Furthermore, the most concerning issue of IoT-
based systems is data security and privacy. Since
the data are transmitted over a network, it
becomes susceptible to cyber-attacks that can
disfunction the whole system. Resulting in
technical and financial damage much greater
than what IoT is supposed to avoid [29]. Finally,
an IoT system usually utilizes various devices
from different manufacturers, such as sensors,
actuators, controllers, and communication
protocols. That can result in potential
incompatibilities, which, in turn, elevate the error
rate and reduce the performance accuracy [30].

However, comprehensive user training programs
and strategic planning are needed to ensure that
IoT integration's proposed benefits are worth the
expenses and complexities involved. In addition,
robust cybersecurity measures are necessary to
address these challenges and avoid failure in any
aspect, financial, technical, or operational. [31].
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6 Case Studies

Various real-world applications are examined as
practical examples of IoT-enabled -electrical
generator systems to extend the understanding
of IoT system architecture and operational
principles. These systems illustrate substantial
benefits in practice while highlighting specific
challenges encountered during implementation
and how they were solved.

6.1 Generators Monitoring and
Predictive Maintenance

Yaseen M et al. demonstrated in [32] the design
of an loT-based system for real-time monitoring
and predictive maintenance of diesel-engine-
driven electrical generators. It incorporates
various Sensors, including vibration,
temperature, and current sensors, to monitor
essential parameters that indicate the
generator's operational health. Data generated
by sensors is processed locally using an Arduino
and Raspberry Pi. The Arduino performs initial
processing, which helps identify potential faults.
While the Raspberry Pi acts as a connection
gateway.

This system is innovative, but it has areas for
improvement. The scope of monitored
parameters is limited, focusing mainly on
vibration, temperature, and current, while other
indicators like fuel efficiency or exhaust
emissions could provide a more comprehensive
diagnosis. The reliance on edge devices like
Arduino and Raspberry Pi may limit processing
power, especially as data complexity grows. Fault
simulation via toggle switches may not fully
reflect real-world conditions, suggesting a need
for testing with actual or historical fault data.
Additionally, the system's reliance on network
connectivity could delay real-time monitoring in
remote areas, and security protocols for cloud
data transmission should be strengthened to
protect against cyber threats. Moreover, this
system employs hardware-defined
measurements. The reliance on physical sensors
and direct measurements using dedicated
hardware sensors could increase costs and limit
compatibility. Addressing these points would
enhance robustness and scalability.

6.2 Monitoring and Control Diesel
Generator using the IoT Technology

Chandra, A. A, et al in [33] have introduced a
cloud-based IoT monitoring and control system
for diesel generators, organized into a three-layer
architecture: data acquisition, cloud processing,
and user interface/control. The data acquisition
layer relies on hardware-based sensors
connected to an Arduino microcontroller, which
captures essential parameters such as voltage,

frequency, and fuel volume. This data is uploaded
to the cloud using a GSM shield. While functional,
this setup could be strengthened by adding more
advanced data processing directly on the device,
reducing the dependency on continuous cloud
connectivity. Such a modification would enhance
reliability, especially in remote areas with limited
connectivity.
In the cloud processing layer, Thing Speak is the
platform for storing and visualizing the generator
data, with notifications triggered when anomaly
readings are detected. Although Thing Speak
offers  basic visualization features, its
customization and analytics capabilities are
limited and slow for real-time applications. The
system could be significantly improved by opting
for a more robust cloud service incorporating
machine learning for predictive maintenance and
advanced analytics. This would allow the system
to proactively anticipate maintenance needs and
address issues rather than just responding to
real-time data.
The user interface and control layer allow
operators to monitor generator parameters and
remotely control the device using a smartphone
application. Alerts are sent through SMS and
email, notifying the operator of any anomalies.
While effective, this setup may need more real-
time responsiveness in critical situations due to
reliance on network quality. Integrating local fail-
safe mechanisms for control would mitigate risks
from potential network delays and improve
system reliability. While the system effectively
meets basic monitoring needs, enhancing on-
device processing, upgrading cloud analytics, and
improving control responsiveness would create a
more resilient and robust solution.
6.3 Smart Emergency Generator
Monitoring
Lim, H. S. et al as in [34] This is a research paper
that proposes a smart loT-based monitoring
system for emergency generators. This system
leverages IoT technology to monitor distributed
emergency generators efficiently and reduce
energy demands during peak hours by using
these generators as additional power resources.
It integrates various sensors (such as
temperature, pressure, and fuel level). It
transmits this data over a secure VPN to a control
center using the Modbus protocol, which is then
mapped to the IEC 61850 standard. This design
provides real-time data on generator status,
enhancing remote management capabilities.
The system architecture comprises hardware
and software elements that enable seamless
sensor integration with the IEC 61850 protocol
and an Ethernet modem for network
connectivity. These components ensure data
accuracy and transmission efficiency, allowing
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remote monitoring over TCP/IP networks. The
software relies on SCL Forge to model and map
Modbus data to IEC 61850 format, effectively
bridging traditional generator monitoring
systems with advanced IoT technology.

Although this system significantly improves
remote generator management, it shows some
limitations. Using Modbus and IEC 61850 has
advantages for compatibility, yet it restricts the
system’s flexibility in integrating with other loT
standards. Additionally, integrating cloud-based
platforms with machine learning could provide
real-time insights into generator performance,
further reducing downtime and optimizing
energy usage. Overall, while the system
effectively meets core requirements, expanding
its compatibility with modern cloud systems and
predictive analytics would enhance its utility and
robustness in  emergency  management
applications

6.4 Automatic Generator Control System
for Industry

Kulkarni, S. S. demonstrated in [35] an loT-based
automatic generator control system for industrial
applications. Embedded systems and web
interfaces enable real-time monitoring and
remote control of industrial generators, which is
essential for industries where maintaining
consistent power is crucial. The system is
designed to automate generator operations, such
as starting and shutting down based on load
demands, thus reducing the need for manual
intervention and enhancing safety in high-risk
environments.

The hardware for this system includes the
ESP8266 Wi-Fi module, which facilitates network
connectivity, and a Programmable Logic
Controller (PLC) that serves as the core
processing unit, interfacing with the sensors and
MCU for seamless data transfer. These
components allow the system to track various
parameters instantaneously, including fuel levels,
output power, and generator load, with alerts like
SMS notifications when fuel levels are low. This
design ensures administrators have a continuous
overview of the generator's performance,
accessible through a web-based dashboard.
However, while ensuring compatibility with
traditional setups, the system's reliance on PLC
and MODBUS protocols may limit flexibility for
broader IoT integration and the addition of
predictive maintenance features.

The research also highlights the user interface,
which displays generator metrics such as power
output, fuel status, and temperature, creating an
intuitive platform for administrators. While
effective, the interface could be improved with
more advanced data analytics, allowing for
predictive insights and detailed usage patterns,

thus enhancing preventive maintenance
capabilities. Overall, this [oT-based generator
control system provides a cost-effective
automation solution with substantial safety and
operational benefits, though it could be further
enhanced by integrating more versatile IoT
protocols and analytics for proactive industrial
maintenance.

7 Conclusion

This research presented an extensive detailed
explanation of IoT architecture methodologies
such as three and five layers. In addition, the
working principle of the IoT system and its
integration with the electrical generator were
analyzed in-depth. Furthermore, multiple IoT-
based generator monitoring and control case
studies were examined, focusing on the types of
equipment, connectivity methods, and control
applications employed. The performance of these
systems is evaluated to find out the actual results,
where all these cases achieved acceptable results
while facing some challenges like connectivity
issues.

Future research should focus on developing
hybrid systems with local data processing and
cloud-based analytics that could enhance
reliability by reducing dependency on constant
connectivity. Implementing predictive
maintenance and machine learning would
support early fault detection and optimize
maintenance schedules. Additionally, exploring
alternative IoT protocols and strengthening
cybersecurity would improve interoperability
and safeguard critical systems. Finally, more
intuitive interfaces and customizable dashboards
would enhance operator control and provide
actionable insights, creating a more robust [oT-
driven solution for generator management.
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